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This weekly brief summarizes the most significant global cybersecurity incidents, vulnerabilities, threat actor activity, and policy
developments for the week of May 7 — 13, 2026. Sources include The Hacker News, BleepingComputer, SecurityWeek, Krebs
on Security, The Register, CISA, and Digital Forensics Magazine.
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Week at a Glance — May 7 — 13, 2026
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Week in Brief: ShinyHunters dominated the week's headlines, with confirmed or claimed involvement in attacks on
Instructure/Canvas (275M student records, ransom paid), Medtronic (9M records), Cushman & Wakefield, and
Foxconn. Microsoft's May Patch Tuesday fixed 137 flaws — notably with no zero-days — while a separate emergency
patch cycle addressed 120 additional CVEs. RubyGems suffered a major supply chain attack. The week also brought
the first congressional hearings on the Canvas breach, FTC consumer warnings, and a significant new Linux
vulnerability (Fragnesia) disclosing root access across major distributions.
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1. Major Incidents of the Week

Instructure/Canvas Pays Ransom — 275M Student Records, 8,800 Institutions

Who: Instructure (Canvas LMS) — used by 41% of U.S. colleges and universities globally

What: ShinyHunters breached Instructure's Canvas platform for at least the third time in eight months. The group
claimed access to 275 million student records across 8,800 schools and universities, defaced login portals, and
demanded ransom. Instructure confirmed paying the ransom; ShinyHunters claims to have deleted the data —
though no independent forensic verification exists. The U.S. House Committee on Homeland Security has called
Instructure executives to testify. The FTC issued consumer guidance warning students and families about identity
risk. The breach disrupted institutions during final exam season.

Impact: CRITICAL — largest education-sector breach in recent memory. Congressional scrutiny, class action
investigations by at least four law firms, and ongoing risk that ShinyHunters retained copies of the data despite
deletion claims.

Action: Students and staff should freeze credit, change passwords, and treat any Canvas-themed email as
suspicious. Institutions should validate portal integrity and review Instructure's incident communications
carefully.

Sources: Krebs on Security BleepingComputer State of Surveillance

Foxconn Hit by Nitrogen Ransomware — 8TB of Data Claimed, Factory Disruption

Who: Foxconn — world's largest contract electronics manufacturer (Apple, NVIDIA, etc.)

What: The Nitrogen ransomware group listed Foxconn as a victim claiming to have stolen 8 terabytes of sensitive
supplier, customer, and internal data. Foxconn confirmed the cyberattack disrupted factory operations in North
America. Given Foxconn's role as the primary manufacturer for Apple, NVIDIA, Dell, and dozens of other major
technology companies, the potential supply chain exposure is significant.

Impact: HIGH — global manufacturing supply chain risk. Foxconn's customer list represents a significant portion of
the world's major technology companies. Data may include proprietary design specifications and supplier
relationships.

Action: Organizations with Foxconn manufacturing relationships should assess exposure and monitor for
any signs of data appearing in criminal markets.

Sources: The Reaqister Digital Forensics Magazine
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Medtronic Data Breach — ShinyHunters Claims 9M Records, Likely Ransom Paid

Who: Medtronic — world's largest medical device company ($33.5B revenue, 95,000 employees)

What: ShinyHunters claimed to have stolen more than 9 million records from Medtronic including personal and
corporate data. Medtronic confirmed unauthorized access to corporate IT systems (separate from product and
clinical networks) via SEC 8-K filing. Medtronic disappeared from ShinyHunters' leak site before the April 21
deadline — a pattern strongly associated with ransom payment. ShinyHunters has since launched a mass data
dump affecting 40+ organizations. Patient safety and device networks were confirmed unaffected.

Impact: HIGH — 9M+ records potentially including employee and patient PIl. Multiple class action lawsuits filed.
Medtronic is the third major medical device maker breached in 2026 (after UFP Technologies and Stryker).

Action: Healthcare organizations should review Medtronic's incident communications and assess whether
shared vendor or data access creates secondary exposure.

Sources: SecurityWeek HIPAA Journal Paubox

RubyGems Supply Chain Attack — Hundreds of Malicious Packages Published

Who: RubyGems — standard package manager for the Ruby programming language (global)

What: Threat actors launched what maintainers described as a 'major malicious attack' on the RubyGems package
repository, publishing hundreds of malicious packages. New account registration was temporarily disabled.
Researchers also identified a separate GemsStuffer campaign using 150+ gems as a data exfiltration channel,
harvesting UK local government portal data. The two campaigns may be related.

Impact: HIGH — any Ruby development environment that pulled packages during the attack window may be
compromised. Supply chain attacks on package managers have historically led to widespread downstream
compromise.

Action: Ruby developers should audit recently installed gems, verify package integrity, and check for
unexpected network connections or data exfiltration behavior.

Sources: The Hacker News SecurityWeek

Cushman & Wakefield Vishing Attack — 500K+ Salesforce Records Exposed

Who: Cushman & Wakefield — global commercial real estate firm ($9.5B revenue)

What: ShinyHunters and Qilin are attributed in class action filings for a vishing-led intrusion at Cushman &
Wakefield that exposed over 500,000 Salesforce records including Pll and internal corporate data. A proposed U.S.
class action alleges tenant and client data was exposed. The attack fits ShinyHunters' established pattern of
targeting Salesforce environments via compromised OAuth tokens and vishing attacks against SSO accounts.

Impact: HIGH — 500K+ records exposed including Social Security numbers, driver's license data, and financial
information of tenants and clients. Active litigation.

Action: Organizations using Salesforce should audit OAuth grants, enable MFA on all SSO accounts, and
review third-party integration permissions.

Sources: Digital Forensics Magazine New York Post
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China-Linked FamousSparrow Targets Azerbaijani Oil & Gas Company

Who: Unnamed Azerbaijani oil and gas company — critical energy infrastructure

What: Bitdefender attributed a multi-wave intrusion between December 2025 and February 2026 to
FamousSparrow (UAT-9244), a China-linked APT group sharing overlap with Earth Estries and Salt Typhoon.
Attackers deployed two backdoors — Deed RAT (ShadowPad successor) and TernDoor — across three separate
attack waves, repeatedly exploiting the same vulnerable Microsoft Exchange Server entry point despite remediation
attempts between waves.

Impact: MEDIUM-HIGH — energy sector espionage; persistent access despite repeated remediation efforts signals
sophisticated long-term targeting objective.

Action: Energy sector organizations should audit Exchange Server exposure and apply all available
patches. Review for indicators of FamousSparrow activity.

Sources: The Hacker News Bitdefender

West Pharmaceutical Ransomware Attack — Healthcare Supply Chain Impact

Who: West Pharmaceutical Services — supplier of containment/delivery systems to pharma and healthcare

What: West Pharmaceutical warned that a ransomware attack was affecting operations at the company, which
supplies critical containment and drug delivery systems to healthcare and pharmaceutical customers worldwide.
The attack represents an escalating pattern of ransomware targeting the pharmaceutical supply chain.

Impact: MEDIUM — potential disruption to pharmaceutical manufacturing supply chains. Healthcare customers
should assess alternative sourcing.

Action: Pharmaceutical organizations relying on West Pharmaceutical should engage with the company
directly on supply continuity.

Sources: Digital Forensics Magazine

BWH Hotels (Best Western) — 6-Month Persistent Access to Reservation System

Who: BWH Hotels (Best Western parent) — global hotel chain

What: BWH Hotels disclosed that attackers maintained persistent access to a reservation application for
approximately six months before discovery. While payment data was reportedly unaffected, the accessed data —
real guest travel patterns, personal preferences, and reservation details — creates rich datasets for targeted social
engineering and phishing campaigns impersonating hotel communications.

Impact: MEDIUM — extended dwell time of 6 months is a significant failure of detection. Guest data enables highly
credible phishing targeting frequent travelers.

Action: BWH guests should be alert to hotel-themed phishing. Organizations should review detection
capabilities for persistent, low-and-slow access patterns.

Sources: CyberHub Podcast
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2. May 2026 Patch Tuesday — Emergency Patching Required

Patch Tuesday Summary: Microsoft's May 13 Patch Tuesday addressed 137 vulnerabilities — including 30 rated
Critical and 14 with CVSS scores of 9.0 or higher — with no actively exploited zero-days at time of release. A separate
patch cycle earlier in the week addressed 120 additional CVEs. Other vendors including Adobe (52 flaws), Fortinet
(critical unauthenticated RCE), SAP, and Ivanti also released critical patches this week. In total this has been one of
the heaviest patch weeks of 2026.

CVE-2026-42898 Microsoft Dynamics 365 . Any authenticated user can trigger RCE — BleepingComputer
no admin privileges required. Direct access
to financial systems and procurement

workflows.
CVE-2026-40365 Microsoft SharePoint Critical =~ Authenticated attacker can execute code The Reaister
Server remotely on SharePoint servers.
Internet-facing deployments are especially at
risk.
CVE-2026-41096 Windows DNS Client Critical = Malicious DNS server can send crafted Talos Intelligence

responses to trigger memory corruption and
remote code execution. High risk on
networks with untrusted DNS.

CVE-2026-39808 / Fortinet FortiSandbox Critical = Public PoC already circulating. Fortinet CyberHub Podcast
39813 FortiSandbox and FortiAuthenticator critical

unauthenticated RCE — treat as emergency

patch priority.

CVE-2026-34263 SAP Commerce Cloud Critical =~ Authentication bypass via improper Spring CyberHub Podcast
security config allowing arbitrary server-side
code execution without credentials. ERP
environments at high risk.

CVE-2026-33825 Microsoft Defender 7.8 Dubbed 'BlueHammer' — publicly disclosed The Hacker News
PoC on GitHub. Allows local privilege
escalation via insufficient access controls in
Defender.
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3. Threat Actor Spotlight — ShinyHunters

ShinyHunters is the defining threat actor of 2026. No single criminal group has caused more documented harm this
year across more industries. Understanding their tactics, targeting pattern, and business model is essential for any
organization's threat intelligence program.

Active Since

Primary Attack Method

Primary Target

Business Model

2026 Confirmed Victims

Scale This Week

Key Warning

Prepared: May 14, 2026

2020 — originally emerged claiming 73.2 million records from 10 businesses

Vishing (voice phishing) against Okta, Microsoft Entra, and Google SSO accounts; compromised
Salesforce OAuth tokens (Salesloft Drift); credential theft

Salesforce CRM environments — claimed 1.5B+ Salesforce records from 760+ companies via
compromised OAuth tokens

Data extortion (not encryption) — steal data, set ransom deadline, publish on leak site if unpaid.
Re-sells data from previous breaches.

Instructure/Canvas, Medtronic, Cushman & Wakefield, NVIDIA (via partner), Allianz Life,

Ameriprise, Udemy, European Commission, and 40+ others in April mass dump

275M student records (Canvas) + 9M medical records (Medtronic) + 500K+ real estate records
(Cushman) = 284M+ records exposed or threatened in a single week

ShinyHunters has re-sold data from previous breaches despite ransom payment and deletion
promises. 'Shred logs' from criminal organizations provide no meaningful forensic assurance.
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4. Critical Vulnerabilities — Action Required

Fragnesia — New Linux Kernel LPE (Root Access, Major Distributions)

A newly disclosed Linux kernel local privilege escalation vulnerability dubbed Fragnesia allows local attackers to gain root
privileges on most major distributions. The vulnerability affects kernel networking and memory fragment handling, similar in
family to the previously disclosed Dirty Frag. Patch status and full CVE details were emerging at time of publication.

Source: CyberSecurity News

CVE-2026-0300 (Palo Alto PAN-OS) — Still Unpatched, Actively Exploited

The critical PAN-OS buffer overflow enabling unauthenticated root-level code execution (CVSS 9.3) disclosed last week
continues to be actively exploited. Patches are expected by mid-May. Organizations without patches should restrict access to
the User-ID Authentication Portal to trusted zones immediately.

Source: Help Net Security

Dirty Frag Linux LPE — CVE-2026-43500 Still Unpatched, PoC Circulating

The Dirty Frag Linux privilege escalation (CVE-2026-43284 / CVE-2026-43500) disclosed last week remains partially
unpatched. CVE-2026-43500 has no patch yet while public proof-of-concept exploit code circulates. Blocklist esp4, esp6, and
rxrpc kernel modules as an interim mitigation.

Source: Microsoft Security Blog Tenable
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5. Regulatory, Policy & Legal Developments

U.S. Congress Calls Instructure to Testify on Canvas Breach

The U.S. House Committee on Homeland Security summoned Instructure executives to testify about two ShinyHunters attacks
on the Canvas platform that exposed student data and disrupted schools during final exams. This marks an escalation of
government attention to cybersecurity failures at educational technology companies.

Source: BleepingComputer

FTC Issues Consumer Guidance After Canvas Cyberattack

The U.S. Federal Trade Commission issued consumer guidance warning students and families that personal information may
have been exposed in the Canvas breach. The FTC alert provides a public baseline for fraud indicators and identity-protection
advice including credit freezes and phishing awareness.

Source: ETC.qov

State CISO Confidence Collapses — Only 22% Say Data Is Protected

The 2026 NASCIO-Deloitte study found that state CISO confidence has collapsed, with just 22% saying their data is protected
from cyberthreats. Al-enabled attacks, third-party vendor risk, and the worst budget picture in years are cited as driving states
to fundamentally rethink how they defend public data.

Source: DataBreachToday

Anthropic Launches 'Claude Security' for Enterprise Vulnerability Detection

Anthropic announced wider availability of Claude Security — described as its second-most powerful model for finding and
patching software flaws — as a public beta for enterprise customers. This represents a significant step in Al-assisted defensive
security tooling entering mainstream enterprise deployment.

Source: DataBreachToday

Ukrainian Police Dismantle 610,000-Account Roblox Hijacking Ring

Ukrainian police dismantled a hacking ring responsible for hijacking and selling over 610,000 Roblox accounts, generating
approximately $225,000 in illicit profits. European authorities also took down a €50 million cryptocurrency fraud network
employing over 450 people — one of the largest crypto scams dismantled to date.

Source: eSecurity Planet
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6. Key Themes & Takeaways for the Week

ShinyHunters Is a Systemic Threat, Not an Isolated Incident

This week confirmed that ShinyHunters is operating at a scale and consistency that places it in a different category from typical
ransomware groups. With confirmed or likely involvement in Canvas, Medtronic, Cushman & Wakefield, Foxconn, and dozens
of others — and a documented pattern of targeting Salesforce via vishing and OAuth compromise — every organization using
Salesforce, Okta, Microsoft Entra, or Google SSO should treat this as a direct threat requiring immediate credential hygiene
and OAuth grant audit.

Ransom Payment Does Not Mean Data Deletion — Ever

Instructure paid the ransom. ShinyHunters handed over 'shred logs.' There is no independent verification that 275 million
student records were actually deleted. ShinyHunters has a documented history of re-selling data from previous breaches. The
lesson is categorical: ransom payment buys you a criminal's promise, not forensic certainty. Data exfiltration must be treated
as permanent, regardless of payment or deletion claims.

Medical Device Manufacturers Are the New Healthcare Target

Medtronic, UFP Technologies, Stryker, and Intuitive Surgical have all been hit in 2026. This is not coincidence — it reflects a
deliberate strategic shift by criminal groups toward medical device manufacturers whose intellectual property, patient data, and
critical supply chain position make them extraordinarily valuable targets. The medtech industry must now treat cybersecurity
with the same rigor applied to device safety and regulatory compliance.

Supply Chain Attacks Are Simultaneous, Not Sequential

This week saw major supply chain attacks on RubyGems (package manager), Foxconn (manufacturing), and ongoing
ShinyHunters exploitation of Salesforce/OAuth infrastructure used by hundreds of companies. These are not separate
incidents — they represent a mature threat ecosystem where attackers systematically target shared infrastructure to achieve
multiplied impact. Defense must match this systemic logic: supplier risk is first-party risk.

The Patch Backlog Is Now a Strategic Risk

Microsoft's May Patch Tuesday fixed 137 flaws including 14 with CVSS = 9.0, on top of 120 CVEs patched earlier in the week,
while Fortinet, SAP, Adobe, Ivanti, and AMD all released critical patches simultaneously. The cumulative patch backlog facing
enterprise security teams is at historic levels. Organizations without mature patch prioritization and automated deployment will
find it increasingly impossible to close exposure windows before attackers can exploit them.

Sources: The Hacker News, BleepingComputer, SecurityWeek, Krebs on Security, The Register, Digital Forensics Magazine, CISA, HIPAA
Journal, Paubox, eSecurity Planet, Talos Intelligence, CyberHub Podcast, DataBreachToday. Prepared by vpop.com | Cybersecurity Analytics.
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